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Over 1,700 total pages Contains the following publications: Visual Propaganda and
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Seizing the Digital High Ground: Military Operations and Politics in the Social Media
Era PERSONALITY AND SOCIAL INFLUENCE CHARACTERISTIC AFFECTS ON EASE OF
USE AND PEER INFLUENCE OF NEW MEDIA USERS OVER TIME FREE INTERNET AND
SOCIAL MEDIA: A DUAL-EDGED SWORD
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Hacktivism and Cyberwars
Received wisdom suggests that social organizations (such as non-government
organizations, NGOs) have the power to upend the political status quo. However, in
many authoritarian contexts, such as China, NGO emergence has not resulted in
this expected regime change. In this book, Timothy Hildebrandt shows how NGOs
adapt to the changing interests of central and local governments, working in
service of the state to address social problems. In doing so, the nature of NGO
emergence in China effectively strengthens the state, rather than weakens it. This
book offers a groundbreaking comparative analysis of Chinese social organizations
across the country in three different issue areas: environmental protection,
HIV/AIDS prevention, and gay and lesbian rights. It suggests a new way of thinking
about state-society relations in authoritarian countries, one that is distinctly codependent in nature: governments require the assistance of NGOs to govern while
NGOs need governments to extend political, economic and personal opportunities
to exist.

Peace Magazine
Netwar-like cyberwar-describes a new spectrum of conflict that is emerging in the
wake of the information revolution. Netwar includes conflicts waged, on the one
Page 3/29

Download Free The Zapatista Social Netwar In Mexico
hand, by terrorists, criminals, gangs, and ethnic extremists; and by civil-society
activists (such as cyber activists or WTO protestors) on the other. What
distinguishes netwar is the networked organizational structure of its practitionerswith many groups actually being leaderless-and their quickness in coming together
in swarming attacks. To confront this new type of conflict, it is crucial for
governments, military, and law enforcement to begin networking themselves.

Swarming & the Future of Conflict
Our Word is Our Weapon
'We are all Zapatistas.' Subcomandante MarcosThis book began in 1994, when
Zapatista Subcomandante Marcos replied to a 10-year-old girl from Mexico City
who had sent him a drawing. The ensuing collection of related tales about the
warrior-beetle, narrated by his pipe-smoking, black-ski-masked human squire is an
extraordinary account for the general reader of current global political
struggle.Marcos created a humorous fictitious character, Don Durito, a beetle with
Quixotic fantasies which regards Marcos as his Sancho Panza. In this book, Marcos
creates a new political genre, so-called "postdata": ironical commentaries which he
affixes to his formal communiqués or declarations. In one of them he even offers to
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perform a striptease for government negotiators.'We are the product of 500 years
of struggleThey [Mexican government] don't care that we have nothing, absolutely
nothing, not even a roof over our heads; no land, no work, no health care, no food,
no education nor is there peace nor justice for ourselves and our children. But
today, we say ENOUGH IS ENOUGH!' First EZLN declaration of war, December 31st
1993The Zapatistas are not Marxist, Rightists, or Anarchists. They seek not to
replace one infrastructure of power with another, thus rejecting the normal goal of
an armed struggle. They are armed but do not use violence as a tool to expand
their aims. Although a localized rebellion, the Zapatistas are unified in a worldwide
struggle that transcends the mainstream media's limited perspective through
eloquent dictations distributed globally via the Internet.With a fresh perspective
and tactics that have never been seen in relation to an armed insurrection, the
EZLN (Zapatista National Liberation Army) has changed the definition of what
revolution means. From the marginalized confines of the poorest region in Mexico,
a new concept of revolutionary change with a new solution to societies woes is
currently being proposed.

The Emergence of Noopolitik
At a time when unprecedented change in international affairs is forcing
governments, citizens, and armed forces everywhere to re-assess the question of
whether military solutions to political problems are possible any longer, Martin van
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Creveld has written an audacious searching examination of the nature of war and
of its radical transformation in our own time. For 200 years, military theory and
strategy have been guided by the Clausewitzian assumption that war is rational - a
reflection of national interest and an extension of politics by other means.
However, van Creveld argues, the overwhelming pattern of conflict in the
post-1945 world no longer yields fully to rational analysis. In fact, strategic
planning based on such calculations is, and will continue to be, unrelated to
current realities. Small-scale military eruptions around the globe have
demonstrated new forms of warfare with a different cast of characters - guerilla
armies, terrorists, and bandits - pursuing diverse goals by violent means with the
most primitive to the most sophisticated weapons. Although these warriors and
their tactics testify to the end of conventional war as we've known it, the public
and the military in the developed world continue to contemplate organized
violence as conflict between the super powers. At this moment, armed conflicts of
the type van Creveld describes are occurring throughout the world. From Lebanon
to Cambodia, from Sri Lanka and the Philippines to El Salvador, the Persian Gulf,
and the strife-torn nations of Eastern Europe, violent confrontations confirm a new
model of warfare in which tribal, ethnic, and religious factions do battle without
high-tech weapons or state-supported armies and resources. This low-intensity
conflict challenges existing distinctions between civilian and solder, individual
crime and organized violence, terrorism and war. In the present global
atmosphere, practices that for three centuries have been considered uncivilized,
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such as capturing civilians or even entire communities for ransom, have begun to
reappear. Pursuing bold and provocative paths of inquiry, van Creveld posits the
inadequacies of our most basic ideas as to who fights wars and why and broaches
the inevitability of man's need to "play" at war. In turn brilliant and infuriating, this
challenge to our thinking and planning current and future military encounters is
one of the most important books on war we are likely to read in our lifetime.

Wolves in the City
Through a pathbreaking study of the Zapatista rebellion of 1994, looks at the
complexities of the political movement for Chiapas's indigenous peoples.

Insurgency Online
In this landmark book, Seven Stories Press presents a powerful collection of
literary, philosophical, and political writings of the masked Zapatista spokesperson,
Subcomandante Insurgente Marcos. Introduced by Nobel Prize winner José
Saramago, and illustrated with beautiful black and white photographs, Our Word Is
Our Weapon crystallizes "the passion of a rebel, the poetry of a movement, and the
literary genius of indigenous Mexico." Marcos first captured world attention on
January 1, 1994, when he and an indigenous guerrilla group calling themselves
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"Zapatistas" revolted against the Mexican government and seized key towns in
Mexico's southernmost state of Chiapas. In the six years that have passed since
their uprising, Marcos has altered the course of Mexican politics and emerged an
international symbol of grassroots movement-building, rebellion, and democracy.
The prolific stream of poetic political writings, tales, and traditional myths that
Marcos has penned since January 1, 1994 fill more than four volumes. Our Word Is
Our Weapon presents the best of these writings, many of which have never been
published before in English. Throughout this remarkable book we hear the
uncompromising voice of indigenous communities living in resistance, expressing
through manifestos and myths the universal human urge for dignity, democracy,
and liberation. It is the voice of a people refusing to be forgotten the voice of
Mexico in transition, the voice of a people struggling for democracy by using their
word as their only weapon.

The Internet and Politics
Swarming is a seemingly amorphous, but deliberately structured, coordinated,
strategic way to perform military strikes from all directions. It employs a
sustainable pulsing of force and/or fire that is directed from both close-in and standoff positions. It will work best - perhaps it will only work - if it is designed mainly
around the deployment of myriad, small, dispersed, networked maneuver units.
This calls for an organizational redesign - involving the creation of platoon-like
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"pods" joined in company-like "clusters" - that would keep but retool the most
basic military unit structures. It is similar to the corporate redesign principle of
"flattening," which often removes or redesigns middle layers of management. This
has proven successful in the ongoing revolution in business affairs and may prove
equally useful in the military realm. From command and control of line units to
logistics, profound shifts will have to occur to nurture this new "way of war." This
study examines the benefits - and also the costs and risks - of engaging in such
serious doctrinal change. The emergence of a military doctrine based on swarming
pods and clusters requires that defense policymakers develop new approaches to
connectivity and control and achieve a new balance between the two. Far more
than traditional approaches to battle, swarming clearly depends upon robust
information flows. Securing these flows, therefore, can be seen as a necessary
condition for successful swarming.

Mayan Lives, Mayan Utopias
The Zapatista movement and its leader Subcomandante Marcos have attracted
enormous political and scholarly attention ever since their uprising began in
Chiapas, Mexico, in 1994. The movement not only struck a chord inside the country
as Mexico was switching to neoliberal economics and attaching itself to the USA in
the North American Free Trade Agreement (NAFTA), but it rapidly evoked an
extraordinary up-welling of political interest and solidarity in the Americas and
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worldwide. Thomas Olesen explores this phenomenon in the context of
globalization and the networking and communications potential of the Internet.
What is the infrastructure of the global Zapatista solidarity network? What
activities has it engaged in? What enabled it to develop? What are the longer term
implications for new kinds of political action and international solidarity? And what
can social theory tell us about the new global patterns of social interaction that are
emerging?

Journey into Social Activism
Che Guevara, Paulo Freire, and the Pedagogy of Revolution examines what is
currently at stake_culturally, politically, and educationally_in contemporary global
capitalist society. Written by one of the world's most renowned critical educators,
this book evaluates the message of Che Guevara and Paulo Freire for
contemporary politics in general and education in particular. Forcefully argued and
eloquently written, Che Guevara, Paulo Freire, and the Pedagogy of Revolution is a
clarion call for building a new social order premised on the ideas and philosophy of
two of the most important revolutionary figures of this century. It is an
indispensable reference point for building transnational alliances between the
North American and Latin American.Che Guevara, Paulo Freire is the best
introduction available to the ideas and philosophy of these two iconoclastic figures.
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Che Guevara, Paulo Freire, and the Pedagogy of Revolution
Strategies for long-term social impact This important new book illustrates how to
create the social breakthroughs needed to solve urgent global threats such as
poverty, disease, and hunger. It then turns to three alternative, but
complementary, paths to social breakthrough: social protecting, social exploring,
and social advocacy, providing a detailed map of the journey from initial
commitment to a world of justice and opportunity Examines the current condition
of the social impact infrastructure Offers strategies for how to remedy the steady
weakening of our social-impact infrastructure Provides tactics to build strong social
organizations and networks Illustrates dynamic methods to respond to constant
economic and social change Author Paul Light believes we should be less
concerned about the tools of agitation (social entrepreneurship, social protecting,
social exploring, and social advocacy) and more concerned about the disruption
and replacement of the status quo. Timely in its urgency, this book describes the
revolutionary social impact cycle, which provides a new approach for framing the
debate about urgent threats.

Social Movements in Politics
"This book provides a source for definitions, antecedents, and consequences of
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social informatics and the cultural aspect of technology. It addresses
cultural/societal issues in social informatics technology and society, the Digital
Divide, government and technology law, information security and privacy, cyber
ethics, technology ethics, and the future of social informatics and
technology"--Provided by publisher.

The Homebrew Industrial Revolution
This volume explores the nature of the Internet's impact on civil society,
addressing the following central questions: is the Internet qualitatively different
from the more traditional forms of the media? has the Internet demonstrated real
potential to improve civil society through a wider provision of information, an
enhancement of communication between government and citizen, or via better
state transparency? does the Internet pose a threat to the coherence of civil
society as people are encouraged to abandon shared media experiences and
pursue narrow interests? in authoritarian states, does the Internet function as a
beacon for free speech or as another tool for propaganda?

Developing Zapatista Autonomy
As we enter a new century, has it got harder for revolutions to occur in a world of
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far-flung corporations and commodity chains, global cultural forms, instantaneous
communication, and a new unipolar system of power?In this volume, a number of
eminent historians, sociologists and political scientists who have spent their lives
studying revolutionary processes reflect on and debate this question.Their
reflections constitute a state of the art assessment of the conditioning factors
shaping the likely incidence and possible new forms of radical political change in
the era of globalization.

The Advent Of Netwar
The Maya Indian peoples of Chiapas had been mobilizing politically for years before
the Zapatista rebellion that brought them to international attention. This
authoritative volume explores the different ways that Indians across Chiapas have
carved out autonomous cultural and political spaces in their diverse communities
and regions. Offering a consistent and cohesive vision of the complex evolution of
a region and its many cultures and histories, this work is a fundamental source for
understanding key issues in nation building. In a unique collaboration, the book
brings together recognized authorities who have worked in Chiapas for decades,
many linking scholarship with social and political activism. Their combined
perspectives, many previously unavailable in English, make this volume the most
authoritative, richly detailed, and authentic work available on the people behind
the Zapatista movement.
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Social Information Technology: Connecting Society and
Cultural Issues
In this book, Zirakzadeh examines different types of social movements, from the
Greens in Germany to the Shining Path in Peru. The book concludes with a
juxtaposition of the three major theoretical approaches and historical findings and
proposes a fourth theoretical approach emphasizing factional conflict and
reconciliation.

Driving Social Change
Countering the New Terrorism
In Insurgency Online, Michael Dartnell focuses on a new form of conflict made
possible by global communications. The Internet, Dartnell argues, is affecting
extensive changes to the way politics are carried out, by inserting a range of nonstate actors onto the global political stage. He demonstrates that Web activism
raises issues about the organization of societies and the distribution of power and
contends that the development of online activism has far-reaching social and
political implications, with parallels to the influence of the invention of the printing
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press, the telegraph, and the radio. Dartnell concentrates on Web activists who use
the Net as a media tool, distinguishing this use from information terrorism, which
threatens or harasses through 'hacking' or electronic sabotage. Using the
examples of the Revolutionary Association of the Women of Afghanistan (RAWA),
which opposed the Taliban, the Peruvian Movimento Revolucionario Tupac Amaru
(MRTA) and its campaign against the Fujimori government, and the Irish
Republican Socialist Movement (IRSM), Dartnell evaluates the political implications
and general character of Web activism among non-state actors. Insurgency Online
shows that online activism is a ripe, new territory for non-governmental actors to
raise awareness and develop support around the world.

Cyberactivism
Recent bombings of U.S. embassies in Africa remind us that U.S. citizens and U.S.
interest are not immune to terrorism. Featuring the works of world-renowned
experts, this book traces the recent evolution of international terrorism against
civilian and U.S. military targets, looks ahead to where terrorism is going, and
assesses how it might be contained.

Postmodern War
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On January 1, 1994, in the impoverished state of Chiapas in southern Mexico, the
Zapatista rebellion shot into the international spotlight. In this fully revised third
edition of their classic study of the rebellion's roots, George Collier and Elizabeth
Lowery Quaratiello paint a vivid picture of the historical struggle for land faced by
the Maya Indians, who are among Mexico's poorest people. Examining the roles
played by Catholic and Protestant clergy, revolutionary and peasant movements,
the oil boom and the debt crisis, NAFTA and the free trade era, and finally the
growing global justice movement, the authors provide a rich context for
understanding the uprising and the subsequent history of the Zapatistas and rural
Chiapas, up to the present day.

A Poetics of Resistance
The information revolution is leading to the rise of network forms of organization,
with unusual implications for how societies are organized and conflicts are
conducted. "Netwar" is an emerging consequence. The term refers to societal
conflict and crime, short of war, in which the antagonists are organized more as
sprawling "leaderless" networks than as tight-knit hierarchies. Many terrorists,
criminals, fundamentalists, and ethno-nationalists are developing netwar
capabilities. A new generation of revolutionaries and militant radicals is also
emerging, with new doctrines, strategies, and technologies that support their
reliance on network forms of organization. Netwar may be the dominant mode of
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societal conflict in the 21st century. These conclusions are implied by the evolution
of societies, according to a framework presented in this RAND study. The
emergence of netwar raises the need to rethink strategy and doctrine to conduct
counternetwar. Traditional notions of war and low-intensity conflict as a sequential
process based on massing, maneuvering, and fighting will likely prove inadequate
to cope with nonlinear, swarm-like, information-age conflicts in which societal and
military elements are closely intermingled.

Movimenti sociali contemporanei
A history of the rise and fall of Sloanist mass production, and a survey of the new
economy emerging from the ruins: networked local manufacturing, garage
industry, household microenterprises and resilient local economies.

Selected Rand Abstracts
Networks and Netwars
Part literary criticism, part media analysis, and part marketing handbook, A Poetics
of Resistance provides a refreshingly new take on the Zapatistas. While much has
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been written on the history of the Zapatista insurgency and on the communiqués
of Subcomandante Marcos, very little has been said about Zapatismo: the
ideologies, organizing methodologies, and communications strategies of the
movement. The appeal of the Zapatistas, and their survival, has as much to do
with their goals as with the compelling and wildly effective language and
aesthetics they’ve used to convey their vision. Weaving together varied elements
of poetics and symbolism, Zapatismo has emerged as something entirely new: a
resolutely radical public relations campaign for human liberation. The first
“postmodern revolution” presented itself to the world through a complex and
evolving web of propaganda, using a wide range of media: the colorful
communiqués of Marcos; the ski masks, uniforms, toy dolls, and other
accoutrements of the insurgent or sympathizer; and murals, songs, and other
popular cultural forms. Employing persuasive publicity, myths, and symbols, the
Zapatistas both communicated their message and developed a clear aesthetic that
could contain many messages at once and self-replicate on a global scale. Jeff
Conant offers an engaging and innovative tool for organizers and educators to
understand how the Zapatistas' strategy works, and to continue developing and
refining their effective messages of participatory, bottom-up revolution. Jeff Conant
is a writer and activist in the San Francisco Bay Area and the author of A
Community Guide to Environmental Health.

Conversations with Durito
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Based on his own experience and further research in Chiapas, Barmeyer provides
an in-depth analysis of the advances and limitations of the Zapatista autonomy
project over the past fourteen years.

The Future of Revolutions
As global society becomes more and more dependent, politically and economically,
on the flow of information, the power of those who can disrupt and manipulate that
flow also increases. In Hacktivism and Cyberwars Tim Jordan and Paul Taylor
provide a detailed history of hacktivism's evolution from early hacking culture to its
present day status as the radical face of online politics. They describe the ways in
which hacktivism has re-appropriated hacking techniques to create an innovative
new form of political protest. A full explanation is given of the different strands of
hacktivism and the 'cyberwars' it has created, ranging from such avant garde
groups as the Electronic Disturbance Theatre to more virtually focused groups
labelled 'The Digitally Correct'. The full social and historical context of hacktivism is
portrayed to take into account its position in terms of new social movements,
direct action and its contribution to the globalization debate. This book provides an
important corrective flip-side to mainstream accounts of E-commerce and
broadens the conceptualization of the internet to take into full account the other
side of the digital divide.
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Studies Combined: Social Media And Online Visual Propaganda
As Political And Military Tools Of Persuasion
An account of the concept of revolution in the work of Deleuze and Guattari
outlining the theoretical and practical origins of the return to political revolution
and providing the first full-length account of Deleuze and Guattari's relationship to
a concr

LikeWar
Research on social entrepreneurship is finally catching up to its rapidly growing
potential. In The Search for Social Entrepreneurship, Paul Light explores this surge
of interest to establish the state of knowledge on this growing phenomenon and
suggest directions for future research. Light begins by outlining the debate on how
to define social entrepreneurship, a concept often cited and lauded but not
necessarily understood. A very elemental definition would note that it involves
individuals, groups, networks, or organizations seeking sustainable change via new
ideas on how governments, nonprofits, and businesses can address significant
social problems. That leaves plenty of gaps, however, and without adequate
agreement on what the term means, we cannot measure it effectively. The
unsatisfying results are apple-to-orange comparisons that make replication and
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further research difficult. The subsequent section examines the four main
components of social entrepreneurship: ideas, opportunities, organizations, and
the entrepreneurs themselves. The copious information available about each has
yet to be mined for lessons on making social entrepreneurship a success. The third
section draws on Light's original survey research on 131 high-performing
nonprofits, exploring how they differ across the four key components. The fourth
and final section offers recommendations for future action and research in this
burgeoning field.

The Chiapas Rebellion
First published in 1997. Routledge is an imprint of Taylor & Francis, an informa
company.

Development & Socio-economic Progress
Includes publications previously listed in the supplements to the Index of selected
publications of the Rand Corporation (Oct. 1962-Feb. 1963).

Vanderbilt Journal of Transnational Law
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The information revolution is leading to the rise of network forms of organization in
which small, previously isolated groups can communicate, link up, and conduct
coordinated joint actions as never before. This in turn is leading to a new mode of
conflict--netwar--in which the protagonists depend on using network forms of
organization, doctrine, strategy, and technology. Many actors across the spectrum
of conflict--from terrorists, guerrillas, and criminals who pose security threats, to
social activists who may not--are developing netwar designs and capabilities. The
Zapatista movement in Mexico is a seminal case of this. In January 1994, a
guerrilla-like insurgency in Chiapas by the Zapatista National Liberation Army
(EZLN), and the Mexican government's response to it, aroused a multitude of civilsociety activists associated with human-rights, indigenous-rights, and other types
of nongovernmental organizations (NGOs) to swarm--electronically as well as
physically--from the United States, Canada, and elsewhere into Mexico City and
Chiapas. There, they linked with Mexican NGOs to voice solidarity with the EZLN's
demands and to press for nonviolent change. Thus, what began as a violent
insurgency in an isolated region mutated into a nonviolent though no less
disruptive social netwar that engaged the attention of activists from far and wide
and had nationwide and foreign repercussions for Mexico. This study examines the
rise of this social netwar, the information-age behaviors that characterize it (e.g.,
extensive use of the Internet), its effects on the Mexican military, its implications
for Mexico's stability, and its implications for the future occurrence of social
netwars elsewhere around the world.
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In Athena's Camp
Cyberactivism is a timely collection of essays examining the growing importance of
online activism. The contributors show how online activists have not only
incorporated recent technology as a tool for change, but also how they have
changed the meaning of activism, what community means, and how they conceive
of collective identity and democratic change. Topics addressed range from the
Zapatista movement's use of the web to promote their cause globally to the
establishment of alternative media sources like indymedia.org to the direct action
of "hacktivists" who disrupt commercial computer networks. Cyberactivism is
essential reading for anyone interested in understanding the impact of the Internet
on politics today.

Returning to Revolution
The information revolution--which is as much an organizational as a technological
revolution--is transforming the nature of conflict across the spectrum: from open
warfare, to terrorism, crime, and even radical social activism. The era of massed
field armies is passing, because the new information and communications systems
are increasing the lethality of quite small units that can call in deadly, precise
missile fire almost anywhere, anytime. In social conflicts, the Internet and other
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media are greatly empowering individuals and small groups to influence the
behavior of states. Whether in military or social conflicts, all protagonists will soon
be developing new doctrines, strategies, and tactics for swarming their
opponents--with weapons or words, as circumstances require. Preparing for conflict
in such a world will require shifting to new forms of organization, particularly the
versatile, hardy, all-channel network. This shift will prove difficult for states and
professional militaries that remain bastions of hierarchy, bound to resist
institutional redesign. They will make the shift as they realize that information and
knowledge are becoming the key elements of power. This implies, among other
things, that Mars, the old brute-force god of war, must give way to Athena, the wellarmed goddess of wisdom. Accepting Athena as the patroness of this information
age represents a first step not only for preparing for future conflicts, but also for
preventing them.

Networks and Netwars
Academic study of social activism and social movements has become increasingly
prevalent over the years; this is due in large part to the fact that activists have
captured public imagination and gained substantial influence in political discourse.
For instance, Occupy Wall Street activists, Tea Party activists, and activists
affiliated with the Arab Spring have transformed political debates and have
become the focus of mainstream news media coverage about a variety of different
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political topics. Journey into Social Activism explicates the philosophical
foundations of the study of activism and illustrates four different research sites in
which activism can be observed and studied: organizations, networks, events, and
alternative media. The book will introduce students and scholars to important
qualitative approaches to the study of social activism within these four research
sites, which is based entirely on successful research projects that have been
conducted and published in recent years. Ultimately, this book will prove integral
to any students and scholars who wish to use qualitative methods for their
research endeavors concerning social activism in contemporary society.

Social Organizations and the Authoritarian State in China
The Search for Social Entrepreneurship
Netwar—like cyberwar—describes a new spectrum of conflict that is emerging in
the wake of the information revolution. What distinguished netwar is the
networked organizational structure of its practitioners and their quickness in
coming together in swarming attacks. To confront this new type of conflict, it is
crucial for governments, military, and law enforcement to begin networking
themselves.
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Transformation of War
Strategy, at its best, knits together ends and means, no matter how various and
disparate, into a cohesive pattern. In the case of a U.S. information strategy, this
requires balancing the need to guard and secure access to many informational
capabilities and resources, with the opportunity to achieve national aims by
fostering as much openness as practicable. The authors' term to represent such
strategic balancing is guarded openness. They go on to describe noopolitik (nu-ohpoh-li-teek)--an emerging form of statecraft that emphasizes the importance of
sharing ideas and values globally, principally through the exercise of persuasive
soft power rather than traditional military hard power. This study discusses the
opportunities that may be raised by the emergence of noopolitik--ranging from
construction of a noosphere (a globe-spanning realm of the mind) to
recommendations that, for example, the U.S. military should begin to develop its
own noosphere (among and between the services, as well as with U.S. allies). In
the area of international cooperation, the authors offer strategic approaches for
improving the capacity of state and nonstate actors to work together to address
transnational problems. In addition, the authors recommend specific doctrinal
developments, implied by the emergence of information strategy--including the
pressing need to deal with such ethical concerns as the first use of information
weapons, concepts of proportional response, and the need to maintain the
immunity of noncombatants. Ultimately, the authors call for an innovative turn of
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mind as policymakers and strategists rethink how best to adapt to the epochal
transformations being wrought by the information revolution.

Basta!
The Zapatista "Social Netwar" in Mexico
Two defense experts explore the collision of war, politics, and social media, where
the most important battles are now only a click away. Through the weaponization
of social media, the internet is changing war and politics, just as war and politics
are changing the internet. Terrorists livestream their attacks, “Twitter wars”
produce real‐world casualties, and viral misinformation alters not just the result of
battles, but the very fate of nations. The result is that war, tech, and politics have
blurred into a new kind of battlespace that plays out on our smartphones. P. W.
Singer and Emerson Brooking tackle the mind‐bending questions that arise when
war goes online and the online world goes to war. They explore how ISIS copies the
Instagram tactics of Taylor Swift, a former World of Warcraft addict foils war crimes
thousands of miles away, internet trolls shape elections, and China uses a
smartphone app to police the thoughts of 1.4 billion citizens. What can be kept
secret in a world of networks? Does social media expose the truth or bury it? And
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what role do ordinary people now play in international conflicts? Delving into the
web’s darkest corners, we meet the unexpected warriors of social media, such as
the rapper turned jihadist PR czar and the Russian hipsters who wage unceasing
infowars against the West. Finally, looking to the crucial years ahead, LikeWar
outlines a radical new paradigm for understanding and defending against the
unprecedented threats of our networked world.
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